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INTRODUCTION

This system provides online controlling on android based smart phones (without being noticed).

For infection, user should firstly bind the malicious code to any legal APK, this could be done by our binder, and
then by using any kind of social engineering methods, the victim should be convinced to install it on his/her cell
phone. This agent is active in the background.

Actually, any kind of commands could be sent from Command and Control Server to agent. These commands
should be run by agent and the results could be shown on the Control Panel.

MAIN FEATURES

Acquiring SMS massages

Acquiring list of contacts

Acquiring calls history

Acquiring list of files/directories

Acquiring list of installed application

Acquiring registered accounts

Acquiring browser bookmarks (up to android 6)
Acquiring browser activity (up to android 6)
Acquiring location coordinate and pinpoint it on map
Ability to record the environments voice

Ability to take pictures

Ability to record video

Ability to define the run scheduling for the above commands
Ability to change the username and server address
Ability to self-deletion
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